BEVILL STATE COMMUNITY COLLEGE
ALL CAMPUSES
Windows Vista

Configuring Student Laptop for 802.1x Wireless Connectivity

Affected Systems:
Microsoft Windows Vista

Requires Updates:
Windows Vista
Windows Vista Hot Fix #KB88543 — Download from

*Enable the computer wireless networking service. (This may be a switch, or software
that turns on the wireless card.)

1 Windows Update

'Q System Information
a. Click Start i
b. Select Control Panel B e
C. Choose Network and Internet iﬂF.‘-\:n:wllﬂllurhnrl.’\'}H
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| How do you want to conneat?

"‘“! Comnect

usirng & wirehess ruter of 8 wireless network,

d. Three options available
e. Choose Wireless (This will bring up the
wireless option)

Broadband (PPPoE)
S ncct using DSL o cable that requires a user name and pasword.

4 Dial-up
Conmect using a dial-up madem o 1SDN.

L

Connect to the Internet \

Connect to the Internet Dialog Box appears
Click on Connect

Select a network to connect to

-. -
& Unnamed Metwork Security-enabled network !!!!J
Set up a connection or network
Open Network and Sharing Center




Select the Manage Wireless Networks

Click the Add button

Choose Manually Create a network Profile

Network Name: bevill_access =
Security type: 802.1x (Upon choosing 802.1x it =
should default the WEP automatically)

Encryption type: WEP

Make sure that you CHECK connect even if etc...:>

Click Next

Next screen states the successfully added

Bevill-access

Choose Change connection ...

The bevill-access Wireless Network Properties
Dialog box will appear.

Click the Security tab

OU |:nﬂ] « Network and Internet » Manage Wireless Networks v‘#,|

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below. To change the order, drag 2
can also add or remove network profiles,

'#} Add | '@ Adapter properties %, Profiletypes &+ Network and Sharing Center
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-
@ a! Manually connect to  wireless network
Enter information for the wireless network you want to add
Network name: bevill_access
Security type: |guz‘1, P I
Encryption type: WEP
Security Key/Passphrase: Display characters

Start this connection automatically

[T] Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.
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Manually eoRRect to a wareless nenwerk

Successfully added bevill_access

=+ Connectto..
Open the “Connect Lo a network” dislog so | can connext,

=+ Change connection settings
Open the cannection properties so that1 can change the settings.

Cloze |

bevill_access Wireless Network properties

Connection | Security

MName: bevill_access
S5ID: bevill_access
Metwork Type: Access paint

Metwork Availability: Al users

Connect to a more preferred network if available

[ Connect even if the netwark is not broadcasting




From the Security tab,

Choose a network authentication method: Choose Earypton toe:

PEAP from the drop down menu
Click the settings... tab

From the Protected EAP Properties
UNCHECK the Validate server certificate

Click the CONFIGURE tab located under the Select

Authentication Method

UNCHECK automatically use my Windows logon

Name and password (and domain if any)

Click OK

The system should try and connect to the

wireless internet. You should get a dialog
box that states that the system is trying to
“Connect to the Internet”. Additional log

on information is required to

connect to this network!

Choose Enter/select additional logon =
information

= [Protected EaP (PEAP) v [ setings...

bevill_access Wireless Network properties ﬂ

Connection | Security

Sgeurity type: 802. 1% -

Chgose a network authentication method:

= Cache user information for subsequent connections
to this network.

Protected LAP Properties [ ]

When connecting:

|:> [ ieabciate server certificate]

(I i 3 Pz Frimary Cevficasian Autharity |
| GTE Cyber Trust Gobal Root |
| Micresatt Roat Autharity -
| Miorosaft Raot Certificate Autharity |
| Seeure Sevver Corification Autherity
| Symantec Roat 2005 CA
| Symantec Roat CA

Salact Authantication Methad:
|:> [Secured passward (EAP-HECHAP va) = [ genfoure.. |
| Brisble East Reconnect

| Enable Quarantine checks
| Grecannect if server doss ot resent cryptobindng TLY

o 1 coea |

EAP MSCHAPv2 Properties S5

When connecting:

DMnmatlcalhr use my Windows logon name and
password (and domain if any). i

Additional log on information is required to connect to this network.

You may need to select a certificate or enter a user name and password to connect to this
network

* Enter/select additional log on information

% Connect to a different network

Cancel




The Enter Credentials Screen
Will appear and you are to type
User Name: BLACKBOARD ID
Password: STUDENT NUMBER
Logon Domain: BSCC

Click OK

You should see the Connect to a
network dialog box appear.

Choose bevill_access and
Click Connect

Once the wireless has validated
your credentials it should state
“CONNECTED”

Enter Credentials

I:> User name: |
— Password:
— Logon domain:
Save this user name and password for future use
= [ OK ] l Cancel
- -— = [ B [

@ @ Connect to a network

Disconnect or connect to another network

show [Al -
= .

& bevill_access Connected !!!il
- Ll -

_&; Unnamed MNetwork Security-enabled network !!!il

Set up a connection or network
Open MNetwork and Sharing Center

[ Connect ][ Cancel




