BEVILL STATE COMMUNITY COLLEGE

ALL CAMPUSES

Configuring Student Laptop for 802.1x Wireless Connectivity

Affected Systems:
Microsoft Windows XP Professional SP2
Microsoft Windows XP Home SP2

Requires Updates:
Windows XP Service Pack 2

Windows XP Wireless Hot Fix #KB88543 — Download from

1. Enable the computer wireless networking service. (This may be a switch, or

software that turns on the wireless card.)
2. Open Wireless Connections:

Classic Windows Style

Click  [EEE

a. a.
b. Select Control Panel b
c. Choose Network Connections (o

d.

Windows XP Style
Click
Select Control Panel
Select Network and Internet
connections
Choose Network Connections

Right-click on Wireless Connection and select properties from the submenu that is

displayed.

Select the Wireless Networks tab.

Click the Add button

- Wireless Network Connection Properties Ejg|

General | ‘Wireless Metworks | Advanced
Usze Windows to configure my wireless network. settings
Available networks:

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button below.

Wiew Wireless Metworks
Freferred networks:

Automatically connect to available networks in the order listed
below:

Add...

2 Tething up wireless network

configuration.

[ (] 8 ][ Cancel ]




On the Association Tab of the network properties
window, type in

=
Network name (SSID): bevill_access
Network Authentication: Open =
Data Encryption: WEP =
Place a check in the box for:
“The key is provided for me automatically”
=
On the Authentication tab:
Check the option for Enabled IEEE 802.1x
authentication for this network.
EAP type: select Protected EAP (PEAP) =
=

Remove the check for the option: Authenticate as computer
when computer information is available =

Click Properties

Protected EAP Propartios

‘When connecting:
[ yaidate server certificate \
Remove the check
[ AnA EcoM oot CA - from validate server

(] Autorided Certificadora de la Asoclacion Nackonal del hiotaria

L] Autoridad Cotificadons del Colagi sacionsl de Corredurs & o

] Bakimors E2 by 05T certificate
] malgacam L-Trust Primary CA

[ €amv HET Securshst €A Class A

(] Com HET Securetist Ca Class B ~

< >

weared (EAP-MSCHAR +2) | [_Zenfigure...

Click Configure

Remove the check from the option for Automatically use my
Windows logon name and password (and domain if any).

Click OK until you have exited from Wireless Network Connections
Properties

Restart Computer

Wireless network properties

Agsociation |Auth5nlicalinn Connection

Metwork name [S5ID]: |bEwII_access |

Wireless network key

This network requires a key for the following:

Metwork Authentication
Data encryption: WEP w

[ =]

The key is provided for me autormatically

[ This is a computer-ta-computer [ad hoc) netwark; wirsless
access points are not uged

Wireless network properties

Association | Authentication | Connection

Select this option to provide authenticated network, access for
wireless Ethernet networks

Enable IEEE 802 1% authentication for this network,

[FAJieoal| Frotected EAP [PEAP)

[] &uthenticate as computer when computer information is available

[[] Authenticate as guest when user or computer information is
unavailable

5 < Secure password (EAP-MSCHAP v2)
‘ﬁﬁr—ml Check Enable Fast Reconnect

e / Select Authentication method:

th Connictian Prapartios

Gimneral | ‘Winsless Nebworks

EAP MSCHAPVZ Proporties
‘when connecting:

[ kst i my Windor kigon name snd
paziword fand domain ¥ anyl

=
I 71 dsrreore E2 bv D57




Connecting to the Wireless Network

9] wireless Network Connection X
Click here o select a certificate or other credentials Far
connection to the network bevill_access

After restarting the computer you will see the following bubble pop 1
up on the task bar when the wireless network is in range.

Click in the center of the bubble (not the X) to enter your credentials.

Enter Credentials

In the credentials box enter:

User Name: BLACKBOARD ID
Password: STUDENT NUMBER
Logon Domain: BSCC

CI|Ck OK User name: | |

Password: | |

You should be able to use the Secure Wireless Network from any
BSCC Campus.

Logon domain: | |
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